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contract Bank {

mapping(address => uint) balances; [t 4%

function deposit() { 7R R 21
balances[msg.sender] += msg.value;

function withdraw() { HUELpRZT
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0;

¥

function() { fallbackpFz]
}



1 contract Bank {
N M 2 mapping(address => uint) balances;
% B X TR 3
)L F ') 4 function deposit() {
5 balances[msg.sender] += msg.value;
6 ¥
7
8 function withdraw() {
S sz 9 int bal = bal [ . der];
4 )EH F -UEUEH %] LH\E/E\Iz/\j E/\] EE_I éﬁ HTJ- , )%}ﬁ QE__%‘/)AE% 10 :i;.se:d::?iall.352:?;3?2?;??)?
11 balances[msg.sender] = 0;
—_ /_\ B .A_z_-\- _ \\ 12 }
* XPHRRXE|Z G :
14 function() {
[m] VA SN/ il =20 K7 15 }
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int a = 1;

int £()
{

a += 1;
return a;

}

int g()
{

return f();

}
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0;

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0;

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0;

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {

uint balance = balances[msg.sender];

msg.sender.call.value(balance)();
balances[msg.sender] = 0;

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0;

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }--------
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0;

162)| (4)
11 contract Attacker {
12 Bank bank;
‘ 13 function attack() { bank.withdraw(); }
14 function() { bank.withdraw(); }--------
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0; ZS;

162)| (4)
11 contract Attacker {
12 Bank bank;
‘ 13 function attack() { bank.withdraw(); }

function() { bank.withdraw(); }--------
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
msg.sender.call.value(balance)();
balances[msg.sender] = 0; Zﬁ&

162)| (4)
11 contract Attacker {
12 Bank bank;
‘ 13 function attack() { bank.withdraw(); }
14 function() { bank.withdraw(); }--------
15}
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1 contract Bank {
2 mapping(address => uint) balances;
3
4 function withdraw() {
5 uint balance = balances[msg.sender];
~ . s 6 msg.sender.call.value(balance)();
2 3~ F73 |
E*{_IX?I%\M&ZHUR 7777777777 7 balances[msg.sender] = 0; A
RIS BRZS IS X : }
9
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contract Attacker {

12 Bank bank;

‘ 13 function attack() { bank.withdraw(); }
14 function() { bank.withdraw(); }
15}
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {

uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;
bool done = false;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);
}
function withdrawOnce() {
if (done) { return; }
withdraw();
done = true;
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contract Bank {
mapping(address => uint) balances;

function withdraw() {

uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;
bool done = false;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);
}
function withdrawOnce() {
if (done) { return; }
withdraw();
A

done = true;
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contract Bank {
mapping(address => uint) balances;

function withdraw() {

uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;
bool done = false;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

function withdrawOnce() {
if (done) { return; }
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withdraw(); < R4 SN
done = true; Zl
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contract Bank {
mapping(address => uint) balances;

function withdraw() {

uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;
bool done = false;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

function withdrawOnce() {
if (done) { return; }
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withdraw(); < R4 SN
done = true; Zl
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contract Bank {
mapping(address => uint) balances;
bool locked;

function withdraw() {
require(locked == false);
locked = true;
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {
balances[msg.sender] = 0;

}
locked = false;

13
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contract Bank {
mapping(address => uint) balances;
bool locked;

function withdraw() {
require(locked == false); §>
locked = true;
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {

balances[msg.sender] = 0;

}

locked = false;

13
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contract Bank {
mapping(address => uint) balances;
bool locked;

function withdraw() {
require(locked == false); §>
locked = true;
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {

balances[msg.sender] = 0;

}

locked = false;

13
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1 contract Bank {

2 mapping(address => uint) balances;

3 bool locked;

4

5 function withdraw() {

6 require(locked == false); §>

7 locked = true;

8 uint balance = balances[msg.sender];
9 (bool success, ) = msg.sender.call.value(balance)();
10 if (success) {
11 balances[msg.sender] = 0;
12 }
13 locked = false;
14 }
15}

13
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1 contract Bank {

2 mapping(address => uint) balances;

3 bool locked;

4

5 function withdraw() {

6 require(locked == false); é)

7 locked = true;

8 uint balance = balances[msg.sender];
9 (bool success, ) = msg.sender.call.value(balance)();
10 if (success) {
11 balances[msg.sender] = 0;
12 }
13 locked = false;
14 }
15}
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contract StateHolder {

uint private nj;
address private lockHolder;

function getLock() {
require(lockHolder == address(@));
lockHolder = msg.sender;

function releaselLock() {
require(msg.sender == lockHolder);
lockHolder = address(@);

function set(uint newState) {
require(msg.sender == lockHolder);
n = newState;

13
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1 contract Bank {

2 mapping(address => uint) balances;

3 bool locked;

4

5 function withdraw() {

6 require(locked == false); é)

7 locked = true;

8 uint balance = balances[msg.sender];
9 (bool success, ) = msg.sender.call.value(balance)();
10 if (success) {
11 balances[msg.sender] = 0;
12 }
13 locked = false;
14 }
15}
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contract StateHolder {

uint private nj;
address private lockHolder;

function getLock() { - @

require(lockHolder == address(@));
lockHolder = msg.sender;

function releaselLock() {
require(msg.sender == lockHolder);
lockHolder = address(@);

function set(uint newState) {
require(msg.sender == lockHolder);
n = newState;
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1 contract Bank {

2 mapping(address => uint) balances;

3 bool locked;

4

5 function withdraw() {

6 require(locked == false); é)

7 locked = true;

8 uint balance = balances[msg.sender];
9 (bool success, ) = msg.sender.call.value(balance)();
10 if (success) {
11 balances[msg.sender] = 0;
12 }
13 locked = false;
14 }
15}
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contract StateHolder {

uint private nj;
address private lockHolder;

function getLock() { - @

require(lockHolder == address(@));
lockHolder = msg.sender;

function releaselLock() {
require(msg.sender == lockHolder);
lockHolder = address(@);

function set(uint newState) { - 2
require(msg.sender == lockHolder);
n = newState;
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1 contract Bank {

2 mapping(address => uint) balances;

3 bool locked;

4

5 function withdraw() {

6 require(locked == false); é)

7 locked = true;

8 uint balance = balances[msg.sender];
9 (bool success, ) = msg.sender.call.value(balance)();
10 if (success) {
11 balances[msg.sender] = 0;
12 }
13 locked = false;
14 }
15}
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contract StateHolder {

uint private nj;
address private lockHolder;

function getLock() { - @

require(lockHolder == address(@));
lockHolder = msg.sender;

}

function releaselLock() { - 3
require(msg.sender == lockHolder);
lockHolder = address(@);

}

function set(uint newState) { - 2
require(msg.sender == lockHolder);
n = newState;
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contract Bank {
mapping(address => uint) balances;
bool locked;

function withdraw() {
require(locked == false); é)
locked = true;
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {

balances[msg.sender] = 0;

}

locked = false;
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contract StateHolder {

uint private nj;
address private lockHolder;

function getLock() { - @

require(lockHolder == address(@));
lockHolder = msg.sender;

}

function releaselLock() { - 3 A
require(msg.sender == lockHolder);
lockHolder = address(@);

}

function set(uint newState) { - 2
require(msg.sender == lockHolder);
n = newState;
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contract Bank {
mapping(address => uint) balances;
bool locked;

function withdraw() {
require(locked == false); é)
locked = true;
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {

balances[msg.sender] = 0;

}

locked = false;
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contract StateHolder {

uint private nj;
address private lockHolder;

function getLock() { - @

require(lockHolder == address(@));
lockHolder = msg.sender;

}

function releaselLock() { - 3 A
require(msg.sender == lockHolder);
lockHolder = address(@);

}

function set(uint newState) { - 2
require(msg.sender == lockHolder);
n = newState;

13
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward;

4 bool solved;

5

6 function setReward(uint amount) {

7 if (msg.sender == owner) {

8 reward = amount;

9 }
10 }
11
12 function claimReward(uint answer) {
13 if (solved == false && isRight(answer)) {
14 msg.sender.transfer(reward);
15 solved = true;
16 }
17 }
18}

14
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward;

4 bool solved;

5

6 function setReward(uint amount) {

7 if (msg.sender == owner) {

8 reward = amount;

9 }
10 }
11
12 function claimReward(uint answer)|{
13 if (solved == false && isRight(answer)) {
14 msg.sender.transfer(reward);
15 solved = true;
16 }
17 }
18}
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward; 5
4 bool solved;

5

6 function setReward(uint amount) {

7 if (msg.sender == owner) {

8 reward = amount; o .

5 } X5 3105 claimReward (42)
10 }

11 X5 3106

12 function claimReward(uint answer)|{

13 if (solved == false && isRight(answer)) { T8 3107

14 msg.sender.transfer(reward);

15 solved = true;

16 }

17 }

18}

14
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward; A E L

4 bool solved; R

5

6 function setReward(uint amount) { setReward (0) <:| FINESS
7 if (msg.sender == owner) {

8 reward = amount; o .

5 } X5 3105 claimReward (42)
10 }

11 X5 3106

12 function claimReward(uint answer)|{

13 if (solved == false && isRight(answer)) { T8 3107

14 msg.sender.transfer(reward);

15 solved = true;

16 }

17 }

18}

14
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward; A E L

4 bool solved; R

5

6 function setReward(uint amount)|{ claimReward (42) <:| FTHESS
7 if (msg.sender == owner) {

8 reward = amount; o .

5 } X5 3105 claimReward (42)
10 }

11 X5 3106

12 function claimReward(uint answer)|{

13 if (solved == false && isRight(answer)) { T8 3107

14 msg.sender.transfer(reward);

15 solved = true;

16 }

17 }

18}

14
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contract PuzzleRewarder {
mapping(address => bytes) hashes;

function commit(bytes hashvValue) {
hashes[msg.sender] == hashValue;

}

function reveal(uint answer) {
byte hashValue = hash(answer, msg.sender);
if (hashes[msg.sender] == hashValue && isRight(answer)) {
msg.sender.transfer(reward);

}

15
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contract PuzzleRewarder {
mapping(address => bytes) hashes;

function commit(bytes hashvValue) { <t::]
hashes[msg.sender] == hashValue;

}

function reveal(uint answer) {
byte hashValue = hash(answer, msg.sender);
if (hashes[msg.sender] == hashValue && isRight(answer)) {
msg.sender.transfer(reward);

}

15
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contract PuzzleRewarder {
mapping(address => bytes) hashes;

function commit(bytes hashvValue) { <t::]
hashes[msg.sender] == hashValue;

}

function reveal(uint answer) { <$::]
byte hashValue = hash(answer, msg.sender);
if (hashes[msg.sender] == hashValue && isRight(answer)) {
msg.sender.transfer(reward);

}

15
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contract Gamble {

function randomReward(uint bet) {
uint t = bet * block.timestamp;
if (t > 1ee0) {

¥

msg.sender.send.value(reward)();

16



04k A
%% 5=

//i\\f‘

R

QqukﬁiiEJﬁ%Jj

| -

—

—

- |

=

=)

P

ﬁ@ﬁ

C O RN BB FR SR M

o~ oo Bow N

contract Gamble {

function randomReward(uint bet) {
uint t = bet * block.timestamp;
if (t > 1ee0) {

¥

msg.sender.send.value(reward)();

16
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1 contract Gamble { Table 3. The system properties accessible by a contract

2 function randomReward(uint bet) { during runtime.

3 uint t = bet * block.timestamp; i .

. Index Notation | Explanation

4 if (t > 1e09) { 0 GasPrice | The transaction gas price.

5 msg. sender. send,value(reward) ()J 1 TxOrigin | The transaction origin account.

6 } 2 Coinbase | The the beneficiary address of the block.
3 BlockNum | The block number.

7 } 4 | Timestamp | The block timestamp.

8 } 5 GasLimit | The block gas limit.
6 | Difficulty | The block difficulty.

16
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contract Bank {
struct Account {
address userAddress;
uint balance;

}

Account accounts[];
function applyInterest() { // B A31E5%F 5

for (uint 1 = @; 1 < accounts.length; 1 += 1) {
accounts[i].balance = accounts[i].balance * 165 / 100;

17
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contract Bank {
struct Account {
address userAddress;
uint balance;

}

Account accounts[];

function applyInterest() { // ® N31F5%F 5

for (uint 1 = @; 1 < accounts.length; 1 += 1) {

accounts[i].balance = accounts[i].balance * 165 / 100;

17
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1 contract Bank {

2 struct Account {

3 address userAddress;

4 uint balance;

5 }

6 Account accounts[];

7

8 function applyInterest() { // & AN3R1F5%F| 2

9 for (uint 1 = @; 1 < accounts.length; 1 += 1) {
10 accounts[i].balance = accounts[i].balance * 165 / 100;
11 }
12 }

[
w
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contract Bank {

struct Account {

address userAddress;
uint balance;

}

}

Account accounts[];

function applyInterest() { // & A\3185%F 2
for (uint 1 = @; 1 < accounts.length; 1 += 1) {

}

}

accounts[i].balance = accounts[i].balance * 165 / 100;

S%DoS (EZERRSS)
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contract Bank {
struct Account {
address userAddress;
uint balance;

}

Account accounts[];

function applyInterest() { //

1 N\ 319 5%F) 5
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FEDoS (EZEHRSS)

Operation Gas Description
ADD/SUB 3
MUL/DIV 5 Arithmetic operation
ADDMOD/MULMOD 8
POP 2 Stack operation
PUSH/DUP/SWAP 3
JUMP 8 Unconditional jump
CALLDATALOAD 3 Get input data of current environment
MLOAD/MSTORE 3 Memory operation
SLOAD 200 Storage operation
SSTORE 5,000/20,000
BALANCE 400 Get balance of an account
SHA3 30 Compute Keccak-256 hash

for (uint 1 = @; 1 < accounts.length; 1 += 1) {

accounts[i].balance =

accounts[i].balance * 165 / 100;

17
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contract Bank {
struct Account {
address userAddress;
uint balance;
}
Account accounts[];
uint nextAccount;

function applyInterest() { // & A3f3s%F] 8
for (uint 1 = nextAccount; 1 < accounts.length && msg.gas > 100000; 1 += 1) {
accounts[i].balance = accounts[i].balance * 185 / 100;

}

nextAccount = 1 < accounts.length ? 1 : 9;
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contract Bank {
struct Account {
address userAddress;
uint balance;
}
Account accounts[];
uint nextAccount;

function applyInterest() { // f A3Es%F] R
for (uint 1 = nextAccount;| 1 < accounts.length && msg.gas > 100000; 1 += 1) {
accounts[i].balance = accounts[i].balance * 185 / 100;

}

nextAccount = 1 < accounts.length ? 1 : 9;

18
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1 contract Bank {

2 struct Account {

3 address userAddress;

4 uint balance;

5 }

6 Account accounts[];

7 uint nextAccount;

8

9 function applyInterest() { // fF A3R{Es%H
10 for (uint 1 = nextAccount;| 1 < accounts.length && msg.gas > 100000; 1 += 1) {
11 accounts[i].balance = accounts[i].balance * 185 / 100;
12 }
13 nextAccount = 1 < accounts.length ? 1 : 9;
14 }
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contract Bank {
struct Account {
address userAddress;
uint balance;
}
Account accounts[];
uint nextAccount;

function applyInterest() { // f A3Es%F] R
for (uint 1 = nextAccount;|1 < accounts.length && msg.gas > 100000;

X AMEE G ?

accounts[i].balance = accounts[i].balance * 185 / 100;

}

nextAccount = 1 < accounts.length ? 1

9;

Operation Gas Description
ADD/SUB 3
MUL/DIV 5 Arithmetic operation
ADDMOD/MULMOD 8
POP 2 Stack operation
PUSH/DUP/SWAP 3
JUMP 8 Unconditional jump
CALLDATALOAD 3 Get input data of current environment
MLOAD/MSTORE 3 Memory operation
SLOAD 200 Storage operation
SSTORE 5,000/20,000
BALANCE 400 Get balance of an account
SHA3 30 Compute Keccak-256 hash
1+=1) {
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contract Bank {
struct Account {
address userAddress;
uint balance;
}
Account accounts[];
uint nextAccount;

function applyInterest() { // f A3Es%F] R
for (uint 1 = nextAccount;| 1 < accounts.length &&
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Operation Gas Description
ADD/SUB 3
MUL/DIV 5 Arithmetic operation
ADDMOD/MULMOD 8
POP 2 Stack operation
PUSH/DUP/SWAP 3
JUMP 8 Unconditional jump
CALLDATALOAD 3 Get input data of current environment
MLOAD/MSTORE 3 Memory operation
SLOAD 200 Storage operation
SSTORE 5,000/20,000
BALANCE 400 Get balance of an account
SHA3 30 Compute Keccak-256 hash
msg.gas > 100000;|1 += 1)

accounts[i].balance = accounts[i].balance * 185 / 100;

}

nextAccount = 1 < accounts.length ? 1 : 9;

18
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1 contract Bank {

2 struct Account {

3 address userAddress;

4 uint balance;

5 }

6 Account accounts[];

7

8 function applyInterest(uint pageSize, uint pageIndex) { // & ) 3k{3s%H &
9 uint begin = pageIndex * pageSize;
10 uint end = begin + pageSize;
11 for (uint 1 = begin; i < end; 1 += 1) {
12 accounts[i].balance = accounts[i].balance * 105 / 100;
13 }
14 }
15 }
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1 contract Bank {

2 struct Account {

3 address userAddress;

4 uint balance;

5 }

6 Account accounts[];

7

8 function applyInterest(uint pageSize, uint pageIndex) { // & ) 3k{3s%Hl &
9 uint begin = pageIndex * pageSize;
10 uint end = begin + pageSize;
11 for (uint 1 = begin; i < end; 1 += 1) {
12 accounts[i].balance = accounts[i].balance * 105 / 100;
13 }
14 }
15 }

19
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1 contract Bank {

2 struct Account {

3 address userAddress;

4 uint balance;

5 }

6 Account accounts[];

7

8 function applyInterest(uint pageSize, uint pageIndex) { // & ) 3k{3s%Hl &
9 uint begin = pageIndex * pageSize;
10 uint end = begin + pageSize;
11 for (uint 1 = begin; i < end; 1 += 1) {
12 accounts[i].balance = accounts[i].balance * 105 / 100;
13 }
14 }

15}
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contract Bank {
struct Account {
address userAddress;
uint balance;

¥

Account accounts[];

function applyInterest(uint pageSize, uint pageIndex) { // & ) 3k{3s%Hl &
uint begin = pageIndex * pageSize;
uint end = begin + pageSize;
for (uint 1 = begin; i < end; 1 += 1) {
accounts[i].balance = accounts[i].balance * 105 / 100;

}

19
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contract Bank {
mapping(address => uint) balances;

}

i

RH
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function applyMyOwnInterest() { // 315 HCHIs%H L
balances[msg.sender] = balances[msg.sender] * 105 / 109;

}

20
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. DRI BN Eil:c:] ;.r J:te”?;stem properties accessible by a contract
* AMAERIMNBRIEAETH indes | Nowion [ Bplanation.
s NEAERREEM (35 LEM) TxOrigin | The transaction origin account.
- AT SH
« NHERGasIHFE

Coinbase | The the beneficiary address of the block.
BlockNum | The block number.
Timestamp | The block timestamp.
GasLimit | The block gas limit.
Difficulty | The block difficulty.

AU WN=O

23



/

X Z R IR AR A

. DRI BN Eil:c:] ;.r J:te”?;stem properties accessible by a contract
* AMAERIMNBRIEAETH indes | Nowion [ Bplanation.
s NEAERREEM (35 LEM) TxOrigin | The transaction origin account.
- AT SH
« NHERGasIHFE

Coinbase | The the beneficiary address of the block.
BlockNum | The block number.
Timestamp | The block timestamp.
GasLimit | The block gas limit.
Difficulty | The block difficulty.
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. =1 Table 3. The system properties accessible by a contract
° ﬂ;iﬁ, E/\J Z:ﬁﬁﬂillé during runtime.

.\A_ Y ~ — N < ry
o ;I\Eﬁ E El\] g I\T:lLB %&]JEI JEH % ’f__l' j\j Index Notation | Explanation
s . 0 GasPrice | The transaction gas price.
° ;I\ﬁﬁ i Elq %\ gJEL }% '|‘i (/:Eii_E l: }% ! |‘i ) 1 TxOrigin | The transaction origin account.
N 2 Coinbase | The the beneficiary address of the block.
° ;I\ﬁﬁ E Elg A :\ % :}':-”E ,% 3 BlockNum | The block number.
N 4 | Timestamp | The block timestamp.
SN/ CRE] < -
° ;I\ ﬁ E/\] G as’ ﬁ %% 5 GasLimit | The block gas limit.
#HE / 6 | Difficulty | The block difficulty.
Mining Transaction 2322 R —
_________ cross-contract call P ew
: Callee Contracts | ¢ J— I Stc,raggaller Contract I __Hash Block 66
I Other Contract | < | e ~N Gas | Transaction 2322
I | _ creation call | | Transaction 2323
; ; - Transaction 2324
I Online Library : succeed or failed? k : inputs Balance I :
I New Contract | g | I Proof of Work
I

trigger caller’s func? \ / Balance -= Send
L

————————— I - ——————————J Timestamp
2: Nondeterministic external callee behaviors

——— 3: Nondeterministic
Transaction

1: Nondeterministic system properties ﬁ transaction execution
State ;
\ ) scheduling
TIMESTAMP
BLOCKHASH & EVM I %
| . I Hardware
Blockchain 23
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. =1 Table 3. The system properties accessible by a contract
° ﬂ;iﬁ, E/\J Z:ﬁﬁﬂillé during runtime.

.\A_ Y ~ — N < ry
o ;I\Eﬁ E El\] g I\T:lLB %&]JEI JEH % ’f__l' j\j Index Notation | Explanation
s . 0 GasPrice | The transaction gas price.
° ;I\ﬁﬁ i Elq %\ gJEL }% '|‘i (/:Eii_E l: }% ! |‘i ) 1 TxOrigin | The transaction origin account.
N 2 Coinbase | The the beneficiary address of the block.
° ;I\ﬁﬁ E Elg A :\ % :}':-”E ,% 3 BlockNum | The block number.
N 4 | Timestamp | The block timestamp.
SN/ CRE] < -
° ;I\ ﬁ E/\] G as’ ﬁ %% 5 GasLimit | The block gas limit.
#HE / 6 | Difficulty | The block difficulty.
Mining Transaction 2322 R —
_________ cross-contract call P ew
: Callee Contracts | ¢ J— I Stc,raggaller Contract I __Hash Block 66
I Other Contract | < | e ~N Gas | Transaction 2322
I | _ creation call | | Transaction 2323
; ; - Transaction 2324
I Online Library : succeed or failed? k : inputs Balance I :
I New Contract | g | I Proof of Work
I

trigger caller’s func? \ / Balance -= Send
L

————————— I - ——————————J Timestamp
2: Nondeterministic external callee behaviors

——— 3: Nondeterministic
Transaction

1: Nondeterministic system properties ﬁ transaction execution
State ;
\ ) scheduling
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contract Bank {
mapping(address => uint) balances;

function withdraw() reentrant {
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {
balances[msg.sender] = 9;

}

25
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contract Bank {
mapping(address => uint) balances;

function withdraw()| reentrant |{
uint balance = balances[msg.sender];
(bool success, ) = msg.sender.call.value(balance)();
if (success) {
balances[msg.sender] = 9;

}

25
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1 contract Bank {

2 mapping(address => uint) balances; $§k4.fm mm\

3 i T *' »
4 function withdraw()| reentrant |{ - B

5 uint balance = balances[msg.sender];

6 (bool success, ) = msg.sen&er\.call.value(balance)();

7 if (success) { h

8 balances[msg.sender] = 9;

9 ¥

10 }

ol A AreentrantRoNRETTEAN, B (BIA) RITEAN
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Table 3. The system properties accessible by a contract
during runtime.

Index

Notation

Explanation

GasPrice

The transaction gas price.

TxOrigin

The transaction origin account.

Coinbase

The the beneficiary address of the block.

BlockNum

The block number.

Timestamp

The block timestamp.

GasLimit

The block gas limit.

QNN W N =D

Difficulty

The block difficulty.
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Table 3. The system properties accessible by a contract

during runtime.

Index Notation | Explanation

GasPrice | The transaction gas price.

Origin | The transaction origin account.

“Ohobase | The the beneficiary address of the block.

The block number.

> T .
J1pestanp, | The block timestamp.

“GasLimit | The block gas limit.

QNN W N =D
(9y)
o
0
[
=

Difficulty | The block difficulty.
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contract PuzzleRewarder {
address owner;
uint reward;
bool solved;

function setReward(uint amount) {
if (msg.sender == owner) {
reward = amount;
h
}

function claimReward(uint answer) {
if (solved == false && isRight(answer)) {
msg.sender.transfer(reward);
solved = true;

h
}
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward;

a4 bool solved; contract User {

5 _ ‘ PuzzleRewarder puzzleRewarder;

6 func‘Flon setReward(uint amount) { function solve() {

7 if (msg.sender == owner) {

3 reward = amount; puzzleRewarder.claimReward(42, condition = (reward > 100));
9 } }
10 } }
11
12 function claimReward(uint answer) {
13 if (solved == false && isRight(answer)) {
14 msg.sender.transfer(reward);
15 solved = true;
16 }
17 } 27
18}
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1 contract PuzzleRewarder {

2 address owner;

3 uint reward;

a4 bool solved; contract User {

5 _ ‘ PuzzleRewarder puzzleRewarder;

6 func‘Flon setReward(uint amount) { function solve() {

7 if (msg.sender == owner) {

3 reward = amount; puzzleRewarder.claimReward (42, condition = (reward > 100));
9 } }
10 } }
11
12 function claimReward(uint answer) {
13 if (solved == false && isRight(answer)) {
14 msg.sender.transfer(reward);
15 solved = true;
16 }
17 } 27
18}
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contract Bank {
struct Account {
address userAddress;
uint balance;

¥

Account accounts[];

function applyInterest() autopaging(for account in accounts) { // & A\3ifF5%F] 2
account.balance = account.balance * 105 / 100;
}
¥
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1 contract Bank { for (uint i = nextAccount; i < accounts.length && msg.gas > 100000; i += 1) {
2 struct Account { accounts[i].balance = accounts[i].balance * 185 / 100;

3 address userAddress; }

4 uint balance;

5 }

6 Account accounts[];

7

8 function applyInterest() autopaging(for account in accounts)|{ // & )\ 3if3s%F] 5

9 account.balance = account.balance * 105 / 100;

10 } 28
11}
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1 contract Bank { for (uint i = nextAccount; i < accounts.length && ms%s > 100000; [i += 1) {
2 struct Account { accounts[i].balance = accounts[i].balance * 185 / 100;

3 address userAddress; }

4 uint balance;

5 }
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8 function applyInterest() autopaging(for account in accounts)|{ // & )\ 3if3s%F] 5

9 account.balance = account.balance * 105 / 100;

10 } 28
11}



/

N 2y Y
XL IR AR AN R [A]
YRS, R SRR
WHE, ALSHEE, ATES RN
o IKIFSolidityiE= & iTEE BT, — AR
L AR BIRES LR | DO B AR IR
° E%i/A\: Tﬁgmiti%%igiégzgauE#jé;é$£§5§21 jgg[ﬂq]gE]%g[f%%%?}EirEii,)\b ui{f(ﬁﬁﬁqug%%qggﬁgi%%15%’ ﬁﬁjq{ﬁ%jﬁz%ﬂfT(
s RGEREMARE. NMEHERASEMHAIS0)EZEX | ek,
o X HIMFEFRE . H&RECEHIEINRE &M

-
~
—~

. o — F3R"™

1. EESAREAHHT
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1 contract Bank { for (uint i = nextAccount; i < accounts.length && ms%s > 100000; [i += 1) {
2 struct Account { accounts[i].balance = accounts[i].balance * 105 / 100;
3 address userAddress; }
4 uint balance;
5 }
6 Account accounts[];
7
8 function applyInterest() autopaging(for account in accounts)|{ // & )\ 3if3s%F] 5
9 account.balance = account.balance * 105 / 100;
10 } 28
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contract Bank {
mapping(address => uint) balances;
function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);
}
}
contract Attacker {

Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }

}
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contract Bank {
mapping(address => uint) balances;
function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);
}
}
contract Attacker {

Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }

}
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contract Bank

{

mapping(address => uint) balances;

function withdraw() {

uint balance = balances[msg.sender];

balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {

Bank bank

function attack() { bank.withdraw(); }

.
2

function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;

try {
msg.sender.call.value(balance)();

} catch(error) {
revert();

}
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contract Bank {
mapping(address => uint) balances;
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function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;
(bool success, ) = msg.sender.call.value(balance)();
require(success);

}

contract Attacker {
Bank bank;
function attack() { bank.withdraw(); }
function() { bank.withdraw(); }
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contract Bank {
mapping(address => uint) balances;

function withdraw() {
uint balance = balances[msg.sender];
balances[msg.sender] = 0;

try {
msg.sender.call.value(balance)();

} catch(error) {
revert();

}

}
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€€ Abstraction is what you need.
— Ziyan Wang (2021)
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